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	1.0 IDENTIFICATION

	COURSE INFORMATION

	Course Name 
	Unix Security

	Course Code
	COMP10032

	Course Classification 
	Integrational Foundational Specialized

	Course Type
	Core

	Program Code and Name
	555 – Network Engineering and Security Analyst

	Total Course Hours
	56

	Credit Value
	4

	Development School
	Engineering Technology

	Department
	Computer Science

	Academic Year
	3rd

	Approving Associate Dean 
	Corinne Ethier

	2.0 LEARNING OVERVIEW

	SUBSECTION
	VALUE

	Course Description 
	This course will focus on Unix server security issues. The primary concentration will be on BSD Unix Based servers. Enhanced security techniques will be discussed and implemented.

	Status of Resources 

REQ= Required

REC= Recommended

REF= Reference

Type of Resources

Text Book OR Supply
	Code

or

ISBN

Name or Title

Author/Publisher 

or Vendor 
Version/ Edition

Type

Status

0-596-00679-9
BSD Hacks
O’Reilly, 

Dru Lavigne
REQ


	Pre-requisite(s)
	Course Code

Course Name

Details

COMP10020
Unix Admin 2


	Co-requisite(s)
	Course Code

Course Name

Details



	Equivalent courses
	Course Code

Course Name

Details



	Prior Learning Assessment and Recognition
	CH

Challenge 
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PA

Portfolio Assessment
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	3.0 COURSE CONTENT

	Major modules, themes, or topics 

	Installing a unix server and installing a unix router system.

	Customizing the unix kernel for speed and security.

	Unix system file encryption techniques.

	Secure network access and file transfer techniques with PKI.

	Packet filtering and network access control.

	HTTP Proxy servers deployment and configurations.

	Certificate management for unix systems.

	4.0 REFERENCE TO STANDARDS

	VS Code
	Relevant Vocational Learning Outcome

	
	

	
	

	
	

	
	

	
	

	EE Code
	Relevant Essential Employability Skills Outcome

	
	

	
	

	
	

	GE Code
	Relevant General Education Theme

	
	

	ES Code
	Other External Standard

	
	

	5.0 COURSE LEARNING OUTCOMES 

Upon successful completion of the course learning outcomes, the student will reliably demonstrate the ability to:

	LO01
	Install and configure a BSD unix system to supplied specifications

	Learning Elements

	

	

	

	

	

	

	

	

	

	LO02
	Use BSD unix to securely manage, encrypt and decrypt data 

	Learning Elements

	

	

	

	

	

	

	

	

	

	

	LO03
	Use BSD unix to securely manage access to networks, servers and data

	Learning Elements

	

	

	

	

	

	

	

	

	

	LO04
	Use BSD unix to manage and control access to web resources

	Learning Elements

	

	

	

	

	

	

	

	LO05
	

	Learning Elements

	

	

	

	

	

	

	

	6.0 ASSESSMENT

	Assessment Method
	Weight
	Associated Outcome(s)

	In lab hands on evaluations
	40%
	

	Culminating Final Written Test
	35%
	

	Lab components
	25%
	

	
	
	

	
	
	

	TOTAL
	100%
	

	7.0 STUDENT SUCCESS – POLICIES AND PROCEDURES

	Mohawk College has developed several policies and procedures designed to protect students and provide an enriching and rewarding learning experience in which the rights of individuals are respected.
Please be advised that these policies and procedures are subject to change.  For the most up to date information on the following policies and procedures, consult 

http://www.mohawkcollege.ca/dept/stactiv/affairs/vp/codes.html#2
Policies and Procedures which relate to academic issues:
· Academic Appeals Policy; 

· Academic Honesty Policy; 

· Information Technology Policy; 

· Mediation Procedure; 

· Policy on Disruptive Behaviour of Students in the Learning Environment; 

· Student Complaint Procedure. 

Policies and Procedures which relate to non-academic issues:
· Human Rights Policy & Procedure; 

· Information Technology Security Policy; 

· Student Complaint Procedure; 
· Student Conduct Policy and Procedure; 
· Threats, Acts of Violence and Weapons Possession Policy and Procedure. 
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